ON-AWARE SOFTWARE ARCHITECTURE

Rise of Al/ML techniques and emerging regulations have added further complexity in the software
engineering domain. Software engineering practitioners, in particular those working on software
design and architecture practices must take these new technologies and regulations in their daily work.
This calls for additional considerations as part of many technical activities. Our vision addresses the
challenges posed by emerging technologies, new regulations, and the concerns behind the regulations.

- . _ Ali Mehraqj Supervisors:
D Tampere University ali.mehraj@tuni.fi Kari Systé
Tampere University David Hastbacka

MOTIVATION CORE OBJECTIVES

- Difficulty in representing regulations in

RESEARCH QUESTIONS

: " descriot; ~ Develop methods to incorporate RQ1. How can we represent regulatory
sc:- twkar: architecture escnlpm;r;I ML regulations in architecture description. concerns (EU Al Act, GDPR) in software
= :Ic | o repfresentatlo:.too s of Al/ - Develop methods to analyze the architecture description?
m in r rcni r o o
¥ odels In software architecture properties of the architecture. RQ2. How can we analyze the
escription. . i i
>cription. . . ~ Develp methods to validate regulatory properties of the architecture for
- Limitation in running analysis on the compliance regulatory compliance?
validity of a software architecture, RQ3. How can we validate regulatory
especially in terms of regulations. compliance in a software system?
ot Machine Interpretable Device Card : |
ok Device Details - Analyze _
Regulatory information Model Hesggsi fy ﬂégi?
Risk Level Low Risk : Card = Card Regulations
Machine Interpretable Data Card Machine Interpretable Model Card 1 Samples e
Data Details Model details
Regulatory information Regulatory information Ontology
Risk Level: High Risk Risk Level: High Risk v : Based Analysis First Define
A 4 Approach Approach Rules
Low Risk v
I Rttt Device Convert Regulatory
! P ~ - ™ S : Concerns
: Software Software : y & : Model Card in Analysis and Risk
; Component Component g 4 : JSON/ODRL Input | evels
| | . g y L y v Format
High Risk Train g ML Model 1 | Analysis of : |
Data i » Successful/Failed : 5 : ATEWE'E v Analysis
i , | Output deployment based on : SlElaball nput Input
Train | | Data Risk Levels Identified [ changes to Analysis (E.g. "
| ow Risk , | MLModel 2 W : requirements > LLMs) <
Data i ! . ‘ i {\:x\x&
i - ~ p "‘*. i \\::RH . H i E
Software Software £ : Analysis
i* Component | Component | Output
% ) . ) b :
Use | T | High EESI{
Distributed Software System| ‘ Device E“"EEWE[’
b v Regulations
: _ ¥ _ : and Risk
Machine Interpretable Data Card Machine Interpretable Model Card Machine Interpretable Data Card \ : L evels of
Data Detailg _ A Data Detailg _ Machine Interpretable Device Card e DG
Regulatory information Regulatory information Regulatory information . . :
Risk Level Low Risk Risk Level Low Risk Risk Level: Identified Risk Level A

Regulatory information
Risk Level: High Risk

e e e e e e e e e e S S N N N N N N N NN N N N N NN R R e e e e e N N N N N N N N R N R R e e e e S S S S S S S S S OSH SE RN N R NN RN N RN N RN RN MR N RN R RN RN R RN R o = e o e

ONGOING RESEARCH
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