
Regulation-aware Software Architecture

Rise of AI/ML techniques and emerging regulations have added further complexity in the software
engineering domain. Software engineering practitioners, in particular those working on software

design and architecture practices must take these new technologies and regulations in their daily work.
This calls for additional considerations as part of many technical activities.  Our vision addresses the

challenges posed by emerging technologies, new regulations, and the concerns behind the regulations. 

– Difficulty in representing regulations in
software architecture description. 
– Lack of representation tools of AI/ML
models in software architecture
description. 
– Limitation in running analysis on the
validity of a software architecture,
especially in terms of regulations. 

Motivation

RQ1. How can we represent regulatory
concerns (EU AI Act, GDPR) in software
architecture description?
RQ2. How can we analyze the
properties of the architecture for
regulatory compliance?
RQ3. How can we validate regulatory
compliance in a software system?

Research Questions
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– Develop methods to incorporate
regulations in architecture description.
– Develop methods to analyze the
properties of the architecture.
– Develp methods to validate regulatory
compliance.

Core Objectives

Model Card Data Extraction

Ongoing Research

Next Steps

•Establish a high-quality unified model card
structure.
•Develop methods to define rules for regulatory
concerns and  risk levels
•Develop methods to extract regulatory concerns
and risk levels from the model cards.
•Methods to incorporate metadata cards in the
software architecture description.
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