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S C E N A R I O Danger Zone
P=5  5: System Under Test (CPS)

) S(i): Results Scope Per Execution with Given Inputs

CONCETPS

e CPS(Cyber-Physical Systems): From basic unit Start ) . miS(: Measurement for the S(0
functions to complex autonomous intelligence -- > @ brormal Resuits Scope which might violate rules
systems | m 7N

e Resource: Any cost related to testing, such as time, : V| B

money, and manpower which can be quantified

w

e Search Space: Typically non-enumerable but
formalizable via equations

e Surrogate Models: Approximated Models targeting on
the CPS behavior of executions, could be GAN,
Reinforcement Learning, Genetics Algorithms, etc.
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FUTURE WORK

ADVANTAGES

4 ™

e Implement a state-of-the-art distributed framework using
Scaleable

L\
Framework '_ 5@
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- Easil deled . .
—{ cPS Implementation robust tools such as Ray, Dask, or a customized solution.

e Research and enhance the existing surrogate models with
innovated adjustments with real-time training capability

e Test as many models as possible on diverse CPS to verify
' Real-time updated
. Surrogate Models |

| Reduced Testing
Time - the robustness of the models and frameworks.
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